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Abstract—Cognitive Radio is promising technologies, which can be used to solve the spectrum shortage problems. The success of 
cognitive approach depends on detection of licensed or primary users. If a malicious user transmit signal similar to licensed user, cognitive 
users do not find spectrum holes and cannot communicate with other unlicensed user. This behavior launched the primary user emulation 
attacks. In this paper we survey the detection and mitigation techniques of primary user emulation attacks. In our survey it is found that 
primary user emulation attack detection depends on prior knowledge of primary user location, signal transmission, radio environment 
mapping etc. 

Index Terms—Primary User, Secondary User, Cognitive Radio, Cognitive Radio Network, Primary User Emulation Attack, DRT, DDT, 
LV,NPCHT, WSPRT, DECLOAK . 

———————————————————— 

1 INTRODUCTION

oday people are becoming dependent on radio frequency 
spectrum for using Smart Phones, Internet, Wireless de-
vices applications and many others wireless services. Also 

diversity of wireless communications through wireless appli-
cations (voice, short message, Web and multimedia) and de-
mand of high Quality-of-Service (QoS) applications are in-
creasing with times. Thus more and more spectrum resources 
are needed. But within the current spectrum framework, most 
of the spectrum bands are exclusively allocated to specific li-
censed. The licensed users known as Primary User (PU) use 
the specific wireless spectrum on a long term basis for large 
geographical regions. It is found that major portion of the li-
censed spectrum are unused [1-2].  Cognitive radio technology 
is proposed to solve these problems. Cognitive radio technol-
ogy can efficiently utilize the unused spectrum for unlicensed 
users without creating any interference to primary users [3-5]. 
Cognitive Radio (CR) capabilities of frequency agility, dynam-

ic frequency selection, adaptive modulation, transmit power 
control, location awareness and negotiated use; make it very 
suitable to use the wireless spectrum opportunistically. Some 
of the benefits of CR are Dynamic Spectrum Access, Common 
Hardware Platform, Higher Bandwidth Services, Communica-
tion under Different Spectrum Regulations, Commercial Ex-
ploitation, Improved Quality of Service, and etc.  

Compared with traditional radio, CR is more flexible and 
exposed to the wireless network. Cognitive radio has its spe-
cial safety problems: spectrum abuse and selfish behavior, to 
attack by imitating Primary Users, public control channel ob-
struction, and cognitive nodes evolution into malicious nodes 
etc. As a result, there are more security threats than the tradi-
tional radio environment. There are mainly two type threats in 
Cognitive Radio Networks (CRN) and they are Artificial intel-
ligence behavior threats and Dynamic spectrum access threats 
[6, 7]. These threats raise new problems either because they 
only exist in networks or they require different solutions be-
cause of the unique characteristics of CR networks. Artificial 
intelligence behavior threats include Policy threats [8], Learn-
ing threats [8-12], and Parameters threats [13, 14]. Dynamic 
spectrum access threats could be classified as Primary User 
Emulation Attack [15-28], Spectrum Sensing Data Falsification 
Attack [17-27], and Denial of Services Attacks [21-24, 30-31]. In 
Cognitive Radio Network (CRN), a Secondary User (SU) can 
use spectrum band when a PU does not use the spectrum 
band. If a PU wants to use the spectrum band then SU free the 
captured band and try to find another spectrum hole [5] to 
continue services. In CRN a SU can share spectrum with 
another SU. Malicious users may generate signals similar to 
PU. This is known as Primary User Emulation (PUE) attack. It 
seems to other SUs that PU wants to use its licensed spectrum. 
As a result SU free the present spectrum. Malicious users use 
the spectrum band and do not share it other SUs [32].  

Depending on the motivation behind the attack, a PUE at-
tack can be classified as either a selfish PUE attack or a mali-
cious PUE attack. In selfish PUE attack an attacker’s objective 
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is to maximize its own spectrum usage. The objective of mali-
cious PUE attack is to obstruct the DSA process of legitimate 
secondary users - i.e., prevent legitimate secondary users from 
detecting and using fallow licensed spectrum bands, causing 
denial of service. In this paper we have surveyed various de-
tection and mitigation techniques against Primary User Emu-
lation attack. 

The remainder of this paper is organized as follows: Section 
2 presents related work. In section 3 we describe basics of 
primary user emulation attack. In section 4 we discuss work 
related to the detection techniques of PUE attacks. Section 5 
presents related work to mitigate the PUE attacks. Finally we 
concluded in section 6. 

2 RELATED WORKS 
In [33, 34 ], authors conducted a survey of  Various Defense 

Techniques to Detect Primary User Emulation Attacks based 
on various detection techniques such as Fenton’s Approxima-
tion, Location Based, Transmitter Verification, Dogfigh, Belief 
Propagation, PU Authentication, Encryption and Displace-
ment method, Fingerprint verification method, Game Theoret-
ic Approach, Dogfight, Cooperative spectrum sensing, DEC-
LOAK, Hearing is believing, RSDP, LCM and SCS, SPUS and 
SVDD, MME, ALDO, Applying ANN, IRIS, and so many oth-
ers. Authors also summarized the Tests/ Models used by the 
different authors.   

A survey on Link Layer Attacks in Cognitive Radio Net-
works is presented in [35], where authors mentioned few 
techniques like Weighted Sequential Ratio Test, Weight based 
fusion scheme, Neyman-Pearson Test, Detection mechanism 
based on trust, and etc. In this paper authors also evaluated of 
those techniques.  

Authors in [36] presented a survey on Primary User Emula-
tion Detection Mechanisms in Cognitive Radio Networks. Pas-
sive anti-PUE approach, nonparametric classification method, 
Localization based defense method, Fully unsupervised dy-
namic sparse coding approach, Mixture sparse coding model, 
and etc. are mentioned in this paper. Authors also evaluated 
advantages and disadvantages of each conducted method. 

3 PRIMARY USER EMULATION ATTACK 
In the Dynamic Spectrum Access (DSA) paradigm, when a 

PU is detected in a given band, all SUs should avoid accessing 
that band. When a SU detects free spectrum hole it may share 
with other SUs. In a PUE attack [15-28], a malicious secondary 
tries to gain priority over other secondary users by transmit-
ting signals that emulate the characteristics of a primary us-
er’s. Primary user emulation attack is shown in the Figure -1.  

3.1 Classification 
Depending on the motivation behind the attack, a PUE at-

tack can be classified as either a selfish PUE attack or a mali-
cious PUE attack. 

1) Selfish PUE Attacks [15-18]:In this attack, an attacker’s 
objective is to maximize its own spectrum usage. When selfish 
PUE attackers detect a fallow spectrum band, they prevent 
other secondary users from competing for that band by trans-

mitting signals that emulate the signal characteristics of pri-
mary user signals. This attack is most likely to be carried out 
by two selfish secondary users whose intention is to establish 
a dedicated link. 

 
 

 

 

 

 

 

 

 

 

 

 

2) Malicious PUE Attacks [15-18]:The objective of this at-
tack is to obstruct the DSA process of legitimate secondary 
users—i.e., prevent legitimate secondary users from detecting 
and using fallow licensed spectrum bands, causing Denial of 
Service (DoS). Unlike a selfish attacker, a malicious attacker 
does not necessarily use fallow spectrum bands for its own 
communication purposes. It is quite possible for an attacker to 
simultaneously obstruct the DSA process in multiple bands by 
exploiting two DSA mechanisms implemented in every CR. 
The first mechanism requires a CR to wait for a certain 
amount of time before transmitting in the identified fallow 
band to make sure that the band is indeed unoccupied. The 
second mechanism requires a CR to periodically sense the cur-
rent operating band to detect primary signals and to imme-
diately switch to another band when such signals are detected. 
By launching a PUE attack in multiple bands in a round-robin 
fashion, an attacker can effectively limit the legitimate second-
ary users from identifying and using fallow spectrum bands. 

4 PUE ATTACK DETECTION TECHNIQUES 

In paper [12], a transmitter verification procedure proposed 
that employs a non-interactive location verification scheme to 
exploit the fact that the incumbent signal transmitters are 
placed at fixed locations. Because the location verification 
scheme is non-interactive, no modification to the incumbent 
signal transmitters is needed. In the proposed location verifi-
cation scheme, designated verifiers cooperatively verify the 
legitimacy of an incumbent signal transmitter’s location by 
passively listening to its signal without interacting with the 
transmitter. Two alternative techniques are proposed that are 
at the heart of the location verification scheme. The first tech-
nique, the Distance Ratio Test (DRT) [ref], uses received signal 
strength (RSS) measurements obtained from a pair of verifiers 
to verify the transmitter’s location. The second technique, Dis-
tance Difference Test (DDT) [ref], utilizes the phase difference 
of the primary user’s signal observed at a pair of verifiers to 
verify the transmitter’s location. 

In this work few assumptions proposed to be made to sup-

 
Fig. 1.Primary User Emulation Attack [17].  
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port the operations of DRT and DDT. Trusted location verifi-
ers (LVs) [ref] exist for performing DRT or DDT. An LV can be 
a dedicated node, a SU with enhanced functions (to carry out 
DRT/DDT), or a fixed/mobile base station. Two types of LVs: 
one or more master LVs and slave LVs are considered and 
they know their location from a secure GPS system. A master 
LV has a database of the coordinates of every primary user. 

4.1 Distance Ratio Test (DRT) 
RSS-based localization is based on the fact that there is a 

strong correlation between the length of a wireless link and 
RSS. In a single iteration of DRT, a pair of LVs, represented by 
LV1(x1, y1) and LV2(x2, y2) and obtaining RSS results R1 and 
R2, respectively. The values of R1, R2, (x1, y1), and (x2, y2) are 
sent to a master LV (note that LV1 or LV2 or even another LV 
may act as a master LV). After receiving the parameters, the 
master LV goes through the following procedure for each TV 
tower’s coordinate in its database. 

Suppose that the two dimensional coordinate of the first 
TV tower is (u1, v1). The master LV calculates the reference 
distance ratio as: 

 

 

 
The master LV calculates the measured distance ratio, giv-

en by the following equation, using the RSS measurements: 

 

 

 

where d1 and d2 are the respective distances between LV1 
and the signal source and LV2 and the signal source. 

The master LV checks whether 

 
 
 
 
whereε1 (≥ 0) is the expected maximum error. 

There are two caveats about the DRT. First, since DRT re-
lies on a large-scale propagation model, the possible fluctua-
tions in RSS caused by small-scale fading are not considered. 
Second, DRT does not consider the fact that the radio propaga-
tion model is affected by various environmental variables. 

4.2 Distance Difference Test (DDT) 
DDT that verifies the difference in the two distances be-

tween a primary user and a pair of LVs. The difference in dis-
tance can be measured by measuring the phase shift of a signal 
at the two LVs. DDT does not suffer from DRT’s drawbacks. 
The distance difference between a signal source and two LVs 
can be estimated by calculating the time difference in which 
each LV sees the same synchronization pulse. The time differ-
ence is readily converted to distance difference by multiplying 
the speed of light to the time difference. Two synchronized 

LVs, LV1 and LV2, simultaneously record the time at which 
they see the synchronization pulse of the incumbent signal, 
and record the time values as t1 and t2, respectively. The time 
difference is calculated as tΔ = t1 – t2. 

Suppose that the coordinates of LV1 and LV2 are (x1, y1) 
and (x2, y2), respectively. The values of t1, t2, (x1, y1), and (x2, 
y2) are sent to the master LV. After receiving the parameters, 
the master LV goes through the following procedure for each 
incumbent user’s coordinate in its database. 

Suppose that the two dimensional coordinate of the first TV 
tower is (u1, v1). The master LV calculates the reference dis-
tance difference as: 

 
 

 
 

From equation (4) and (5) we have 

 
 

Then the master LV calculates the observed distance differ-
ence using the time difference: 

 

 

where c is the speed of light. 

The master LV checks whether 

 
 

where𝜺𝜺𝟐𝟐 is the expected maximum time measurement er-
ror. 

If (8) does not hold, the signal source under scrutiny fails 
the location verification for the primary user used in Step 1; 
otherwise, it passes the location verification. The above steps 
are repeated using the coordinates of the next PU, and the 
process is repeated until all of the coordinates in the database 
have been exhausted. If the signal source fails all of the loca-
tion verifications, then the master LV concludes that the loca-
tion of the signal source is not consistent with any of the PU in 
its database. 

To counter PUE threat, authors also propose a transmitter 
verification scheme in [13], called LocDef (localization based 
defense), which verifies whether a given signal is that of an 
incumbent transmitter by estimating its location and observ-
ing its signal characteristics. To estimate the location of the 
signal transmitter, LocDefemploys a non-interactive localiza-
tion scheme. An alternative approach is also investigated in 
this paper that uses the intrinsic characteristics of RF signals to 
distinguish and identify emitters—i.e., RF fingerprinting. But 
if the primary transmitters are mobile and have low power, 
localization-based approaches for thwarting PUE attacks do 
not work. 

In [14] an analyzing method of primary user emulation at-
tacks is developed without using any location information. It 
can be implemented with any sensor networks. Fenton’s ap-
proximation and Wald’s sequential probability ratio test 
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(WSPRT) are used to detect PUEA. Through this analysis the 
users can set thresholds on probability of missing the primary 
user and the probability of successful. In [15], authors propose 
another method to detect primary user emulation attacks 
(PUEA) in fading wireless channels in the presence of multiple 
randomly located malicious users in cognitive radio networks. 
Based on Neyman-Pearson composite hypothesis test 
(NPCHT) and a Wald’s sequential probability ratio test 
(WSPRT) the detection method is implemented in [15].  

An analytical approach based on Fenton’s approximation 
and Markov inequality proposed in [16], and obtains a lower 
bound on the probability of a successful PUEA on a secondary 
user by a set of co-operating malicious users. In [17, 18] a ro-
bust spectrum decision protocol is proposed that can mitigate 
PUEA using individual spectrum decisions made by second-
ary nodes in the network. By using a flexible log-normal sum 
approximation the received power is characterized for the de-
cision. A non-cooperative dynamic multistage game between 
the secondary nodes and the adversaries generating the PUEA 
is formulated in [19]. The pure-strategy and mixed-strategy 
Nash equilibria for the secondary user and malicious attacker 
are investigated. Moreover, author propose a novel belief up-
dating system for the secondary user to learn the state of the 
primary user as the game evolves and defend against the MA 
in the multistage version of the game, based on which the SU 
can learn the state of the primary user and intelligently adjust 
its strategy stage by stage.  

A novel method to detect the PUE attack of mobile primary 
users is proposed in [20]. The authors exploit the correlations 
between RF signals and acoustic information to verify the exis-
tence of primary user to mitigate primary user emulation at-
tack in white space. Authors in [21] develop a theory behind 
manipulating the decision regions in a neural network using 
self-organizing maps to mitigate primary user emulation at-
tacks for unsupervised learning in signal classifiers, and at-
tacks against self-organizing maps. 

Detection of primary user is proposed in [22] based on Ra-
dio Environment Map” (REM). REM is an integrated database 
that consists of comprehensive multi-domain information for a 
CR network, including the locations and activities of radio 
devices. Given that such information is reliable and accessible 
to location verifiers (LVs) (e.g., an REM is installed in an LV), 
it is possible to verify an incumbent transmitter by comparing 
its observed location and activities with those stored in the 
REM. Cooperative location of a primary source can be a valu-
able tool for distinguishing between a legitimate transmission 
and a PUE attack whenever the position of primary users is 
known. However, the location process can be undermined due 
to false data provided by malicious or faulty nodes. In [23], 
authors analyze the effect of forged reports on the location 
process of a given emitter and provide a set of countermea-
sures in order to make it robust to undesired behaviors.  

In paper [24], PUE attack is detected by energy detection to 
locate the existing users on the frequency band. The approach 
employs a cyclostationary calculation to represent the features 
of the user signals, which are then fed into an artificial neural 
network for classification. Proposed approach does not require 

any special hardware or time synchronization algorithms in 
the wireless network. Consequently, existing systems can rea-
dily employ the proposed approach without significant struc-
tural and functional modifications. 

5 PUE ATTACKS MITIGATION TECHNIQUES 

Newman et. al. [25] proposed a defense strategy against the 
PUE attack in CR networks using belief propagation. In this 
defense strategy each SU calculates the local function and the 
compatibility function, computes the messages, exchanges 
messages with the neighboring users, and calculates the be-
liefs until convergence. On detection of PUE attacker all SUs 
can avoid the PUE attacker’s primary emulation signal in the 
future. An advanced countermeasure against PUE attack is 
characterized in paper [26]. Both the attacker and the defender 
can apply estimation techniques and learning methods to ob-
tain the key information of the environment and thus design 
better strategies. It is also demonstrated that the advanced 
attack strategy can defeat the naive defense technique that 
focuses only on the received signal power, whereas the ad-
vanced defense strategy that exploits the invariant of commu-
nication channels can counteract the advanced attack effective-
ly. 

In paper [27], PUE attack is studied using game theoretic 
argument. A stochastic game is used to model the attack and 
defense. The Lyapunov drift is considered as the reward in 
each round and explicit expressions of the Nash equilibrium 
strategies are obtained through the game. The interaction be-
tween the PUE attacker and the SU is modeled as a constant 
sum differential game which is called PUE attack game in [28]. 
The SU’s objective is to maximize its overall channel usability, 
while the attacker’s objective is to minimize the secondary 
user’s overall channel usability. The Nash equilibrium solu-
tion of this PUE attack game is deprived, and the optimal anti-
PUE attack strategy is obtained. By following the differential 
game solution, the secondary user can always optimize its 
channel usability when confronting PUE attacks. 

A passive anti-PUE approach is proposed in [29], in this 
scheme, the defenders randomly choose channels to sense and 
avoid the PUE attack. It is assumed that the channel statistics 
like availability probabilities are known; then the PUE attack 
and the random hopping are modeled as a zero-sum game 
between the attacker and defending SU(s). The Nash equili-
brium of the game is found. The anti-jamming efficiency is 
also obtained. The authors also proposed defense against PUE 
attack in [30] in the scenario of unknown channel statistics 
(coined blind dogfight in spectrum). The algorithm of the ad-
versarial bandit problem is adapted to the context of blind 
dogfight. Both cases of complete and partial information about 
the rewards of different channels are analyzed. Performance 
bounds are obtained subject to arbitrary channel statistics and 
attack policy. Several attack strategies, namely uniformly ran-
dom, selectively random and maximal interception attacks, are 
also discussed. 

In [31] using device specific features, authors propose a 
passive, nonparametric classification method DECLOAK to 
determine the number of transmitting devices in the PU spec-
trum. Channel independent features are selected forming fin-
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gerprints for devices, which cannot be altered postproduction. 
The Infinite Gaussian mixture model (IGMM) is adopted and a 
modified collapsed Gibbs sampling method is proposed to 
classify the extracted fingerprints. Due to its unsupervised 
nature, there is no need to collect legitimate PU fingerprints. 
In combination with received power and device MAC address, 
the proposed method can efficiently detect the PUE attack. 
The performance of DECLOAK is also shown to be superior 
than that of the classical non-parametric mean shift (MS) 
based clustering method. 

A Bayesian game framework is modeled in [32] to analyze 
primary user emulation problem, in which users are unsure of 
the legitimacy of the claimed type of other users. Depending 
on radios’ beliefs about the fraction of PUs in the system, a 
policy maker can control the occurrence of emulation attacks 
by adjusting the gains and costs associated with performing or 
checking for emulation attacks. Maximum likelihood (ML) 
estimation is widely applied to estimate the state transition 
probabilities of primary users. In [33] derives a precise expres-
sion of the probability mass function (PMF) for the ML estima-
tor. By leveraging the exact PMF expression, the essential rela-
tion among the number of samples, transition probabilities, 
and estimation accuracy is revealed. 

A novel model to parameterize the PU traffic in a more effi-
cient and accurate way in order to overcome the drawbacks of 
the Poisson modeling is proposed in [34]. The proposed model 
makes this possible by arranging the first-difference filtered 
and correlated primary user data into clusters. In this paper, a 
new metric called the Primary User Activity Index, is intro-
duced, which accounts for the relation between the cluster 
filter output and correlation statistics. The performance of the 
proposed model is evaluated by means of traffic estimation 
accuracy, and false-alarm. 

Authors in [35] focus on the PUEA problem in a system 
model where the secondary users are motional. Based on the 
network model with motional secondary users, how the at-
tacker emulates the primary user is discussed in this paper. 
Then, a hybrid PUEA defense strategy based on a combination 
of energy detection and variance detection is proposed. A co-
operative localization method specifically suited to CRNs is 
proposed in [36] to detect primary user emulation (PUE) at-
tack which relies on TDoA measurements and Taylor-series 
estimations.  

In [37-39] authors proposed cryptographic link signature 
and wireless link signatures (derived from physical radio 
channel characteristics) based techniques to enable primary 
user detection in the presence of attackers. Authors [37] de-
scribe two schemes to add a signature, one using modulation, 
and the other using coding. In [38, 39] a helper node placed 
physically close to a primary user. The helper node serves as a 
“bridge” to enable a secondary user to verify cryptographic 
signatures carried by the helper node’s signals and then obtain 
the helper node’s authentic link signatures to verify the prima-
ry user’s signals. This approach explores the geographical 
proximity of the helper node to the primary user, and thus 
does not require any training process. 

TABLE 1 
SUMMARY FOR PRIMARY USER EMULATION ATTACK 

 

Table 1 represents the key points of primary user emulation attack detection and mitigation 
techniques. 
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6 CONCLUSION 
Cognitive radio is a highly multidisciplinary area currently 

attracting numerous research efforts, which provides a large 
number of challenges regarding security and accurate sensing. 
Primary user emulation attack limits the uses of spectrum 
holes of cognitive users. As discussed throughout the survey, 
many of them are not practical from a deployment point of 
view. For instance, many current proposals require the dep-
loyment of additional sensors (helping devices) or the compar-
ison of observations against characteristics known a priori, 
particularly the locations of the primary users. The cost of 
such solutions, the unavailability of location information, or 
the lack of accuracy of the positioning mechanisms may com-
plicate the design and effectiveness of new security approach-
es. Also, the assumption about the primary users’ locations 
being known a priori may be both simplistic and unrealistic. 
In our point of view, these are the main issues still open re-
garding the identification of attacks against the detection of 
primary user activity. 

In terms of security, distributed cognitive radio networks 
may provide a better approach than centralized approaches, 
despite complicating the design of appropriate mechanisms. 
By allocating spectrum and security decisions to several sec-
ondary users, the risk of DoS attacks against a single point of 
failure (i.e., the central entity) is eliminated. In this context, 
clustering schemes may be an intermediate alternative, with 
each cluster having its own central entity (i.e., decision and 
fusion center) and the secondary users being able to elect 
another central entity or migrate to another cluster in case of 
failure or attack. 
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